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Press Release

Second joint research project boosts
NetGuardians” Al fraud detection further

Yverdon-les-Bains, 9 June, 2021: Award-winning Swiss FinTech
NetGuardians, renowned for its enterprise risk platform for combatting bank
fraud, today announced it has successfully completed its second joint
research project - funded by InnoSuisse, the Swiss Innovation Agency - with
the School of Engineering and Management (HEIG-VD] into automated
feedback loops in active algorithms to further improve banking fraud
detection.

This research project, which began in July 2019, was a collaboration between
NetGuardians and a team in statistical learning at the Institute for Information
and Communication Technologies (IICT), based at HEIG-VD. The goal was to
improve the feedback loop mechanisms of the NetGuardians fraud-detection
solution by applying active learning strategies. These strategies aim to reduce
the amount of manual supervision and intervention needed by a bank in its
fraud prevention activities. Unsupervised deep-learning algorithms such as
autoencoders were part of the research.

Active learning consists of periodically improving the performance of a
machine learning model by adding smart querying labels - fraudulent or
genuine - for specific transactions that were previously unlabeled. When
integrated into the current NetGuardians workflow, the research showed an
improvement in fraud detection of 15 percent without any increase in the
feedback effort of the bank.

Autoencoders detect anomalies by reconstructing the input data after passing
it through an encoder/decoder and comparing it against the original data. The
unsupervised nature of autoencoders makes them particularly well-suited for
fraud detection in the banking context where the number of frauds available
for training is extremely low. Integrating the advanced forms of autoencoders
developed throughout the research project allowed the solution to detect up
to 10 percent more frauds without increasing the number of false alerts.
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Jérome Bovay, NetGuardians’ Senior Data Scientist, who managed the project,
says: “An active learning set-up allows us to efficiently use the feedback we
receive from banks to improve the performance of our training approach. The
autoencoders are an effective and unsupervised way to reduce false alerts and
increase the accuracy of fraud detection. Both will be incorporated into
NetGuardians software this year.”

Professor Stephan Robert from HEIG-VD says: “At the Universities of Applied
Sciences, we conduct both fundamental and highly applied research. With
NetGuardians, we developed important new autoencoders and have the
opportunity to publish innovative research papers and create prototypes that
will be implemented in very high added-value products. Doing academic and
applied research is a difficult balance to achieve but very rewarding.”

NetGuardians has a growing client base around the world, including in Europe,
Africa, the Middle East, and Asia.

It was listed as a Category Leader in the Chartis 2021 Enterprise Fraud Report
and as one of the top vendors in Gartner’s 2020 Online Fraud Detection Market
Guide.

NETGUARDIANS

NetGuardians is an award-winning Swiss FinTech helping financial
institutions in over 30 countries to fight fraud. More than 60 banks, including
UOB and Pictet & Cie, rely on NetGuardians’ smarter artificial-intelligence (Al)
solution to prevent fraudulent payments in real time.

Banks using NetGuardians™ software have achieved reductions of up to 83
percent in false positives, spent up to 93 percent less time investigating fraud,
and have detected new fraud cases. NetGuardians is the fraud-prevention
partner of major banking software companies, including Finastra, Avaloq,
Mambu, and Finacle. NetGuardians was listed as a representative vendor in
Gartner’s 2020 Market Guide for Online Fraud Detection and in the Chartis
RiskTech100 List in 2021. Headquartered in Switzerland, NetGuardians has
offices in Singapore, Kenya, and Poland.
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CONTACT:

Mine Fornerod

Director of Marketing Communications
communications(dnetguardians.ch
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